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This thesis describes an automated computer forensic process, called 
computer profiling, to assist in digital investigations. It helps to address 
the problems of complexity and volume in digital evidence by 
automatically characterising a computer’s usage, to help investigators 
focus their efforts on the evidence most relevant to the case.  This is 
achieved through the definition of a formal model to support the 
automated description of a computer system and its history, and the 
development of prototype computer profiling software. The thesis 
describes practical experimentation using the prototype computer 
profiling software. The thesis also includes both the design of and 
experiments with automated techniques for detecting inconsistencies in 
the apparent histories of computers under investigation. 
